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ABSTRACT
This work presents a consensus-based Bayesian framework to de-
tect malicious user behavior in enterprise directory access graphs.
We instantiate heterogeneous belief dynamics by treating directo-
ries as influence-network agents and users as topics whose access
propensities evolve across directories. Directory–directory influ-
ence is encoded by a shared matrix𝑊 , while each directory carries
a user-logic matrix 𝐶𝑖 describing dependencies among user access
propensities. Malicious behavior is modeled as a cross-SCC logical
perturbation in selected directory-specific logic matrices, violating
the structural homogeneity conditions that support consensus. We
use theorem-guided SCC decomposition from opinion dynamics
to characterize healthy convergence regimes and detect anomalies
through scaled cross-directory opinion variance. To quantify un-
certainty, we introduce a Bayesian anomaly score with both static-
prior and online-prior variants. Simulations on synthetic enterprise
access graphs show that the detector responds to homogeneity-
breaking logical perturbations and provides structurally localized
anomaly evidence.
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1 INTRODUCTION
Security threats in both on-premise and cloud infrastructures have
become increasingly sophisticated, ranging from ransomware and
malware to insider threats and unintentional access breaches [7]. To
address this, it is critical to adopt a proactive security approach
rather than relying solely on post-incident forensics. Although
existing system-level solutions such as endpoint protection, data
encryption, and user behavior analytics (UEBA) offer some
protection, encryption imposes performance overheads, especially
for data in use. UEBA [3], which focuses on analyzing user-entity
access behavior, is particularly suitable for detecting insider threats
and behavioral anomalies.
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In enterprise environments, users typically operate in logical
groups and interact with related entities such as shared directo-
ries, repositories, or cloud services. For instance, a team of engi-
neers working on a common project may frequently access a set
of GitHub repositories related to their codebase. Similarly, finance
or HR personnel might regularly work with internal directories
containing payroll, compliance, or onboarding documents. These
co-access behaviors give rise to group-specific access patterns and
interdependencies, forming natural multi-level relationships be-
tween users and resources. This hierarchical structure motivates
the use of graph-basedmachine learningmethods to model nor-
mal behavior and detect deviations indicative of potential security
threats.

Traditional UEBA approaches often rely on static baselines or
historical data and include machine learning models such as anom-
aly detectors and LSTM-based deep learning methods [2]. However,
these models frequently require retraining due to shifting behav-
ioral patterns. Other alternatives like particle swarm clustering [1]
exist, but they also fail to fully leverage multilevel graph structure.

In previous work, we developed a solution combining commu-
nity detection with anomaly detection on user-entity access
patterns, resulting in multiple patents, as given here - [4–6]. De-
spite its effectiveness, the approach did not fully exploit the graph
hierarchy embedded in user-entity relationships.

To address this, we propose leveragingmulti-level graph struc-
tures and the theoretical foundation of opinion dynamics [8]
to improve anomaly detection. In our formulation, directories or
resources play the role of influence-network agents, while users
play the role of topics whose access propensities evolve across direc-
tories. The directory-directory influence structure is represented by
𝐺 [𝑊 ], and the user-topic logical dependency structure associated
with each directory is represented by 𝐺 [𝐶𝑖 ]. This mapping may
appear counterintuitive because users are often treated as the pri-
mary actors in access-control systems. An alternative formulation
could instead treat users as influence-network agents and directo-
ries as topics, with 𝐺 [𝑊 ] modeling user-user influence and 𝐺 [𝐶𝑖 ]
modeling directory-directory logical dependencies for each user. In
this work, however, we use the complementary view: directories
are the influence-network agents, and users are the topics. This
choice is useful when the goal is to model how access behavior over
a set of users evolves across related resources, and how a change in
the user-dependency structure associated with selected directories
can disrupt the expected consensus pattern. Opinion dynamics,
commonly used in influence networks, therefore provides a formal
framework to model evolving patterns of trust and deviation in ac-
cess behavior. This can be adapted to capture access anomalies over
time. The goal of this research is to bridge opinion dynamics and
UEBA for cloud security by developing an adaptive UEBAmodel



that evolves with changing user behaviors and utilizes underlying
relational structures in cloud environments.

2 PROBLEM FORMULATION
Multi-Level Directory–User Interaction Graph in
an Enterprise Setting

Consider an enterprise consisting of𝑛 ≥ 2 directories𝐷1, 𝐷2, . . . , 𝐷𝑛

and 𝑚 ≥ 1 users 𝑢1, 𝑢2, . . . , 𝑢𝑚 . Users interact with files in these
directories through operations such as read, write, delete, or
update. These interactions induce access patterns that can be used
to infer both directory-to-directory and user-to-user relationships.

Directory-Level Graph 𝐺 [𝑊 ]. We define a directory similarity
graph 𝐺 [𝑊 ], where the adjacency matrix𝑊 ∈ R𝑛×𝑛 captures con-
tent or behavior-based influence/similarity between directories.
The matrix𝑊 is assumed to be row-stochastic:

𝑤𝑖𝑖 > 0,
𝑛∑︁
𝑗=1

𝑤𝑖 𝑗 = 1, ∀𝑖 ∈ {1, . . . , 𝑛}

This ensures that influence or similarity across directories is
normalized, with each directory distributing its influence across all
others.

User-User Dependency within a Directory via 𝐶𝑖

Each directory 𝐷𝑖 is associated with a user-level interaction graph
𝐺 [𝐶𝑖 ], whose structural form consists of a mixture of open and
closed strongly connected components (SCCs), as illustrated in
Figure 1. This structural pattern is assumed to be shared across all
directories 𝐷1, . . . , 𝐷𝑛 , though the specific edge weights may differ.
The interaction graph for each directory is encoded by a matrix
𝐶𝑖 ∈ R𝑚×𝑚 , where

𝑐𝑝𝑞,𝑖 quantifies the logical influence of user 𝑢𝑞
on user 𝑢𝑝 in 𝐷𝑖 .

This matrix 𝐶𝑖 is dynamically updated based on observed access
interactions among users within directory 𝐷𝑖 . For users not di-
rectly interacting within 𝐷𝑖 , the corresponding entries in 𝐶𝑖 reflect
steady-state values computed from previous interactions, and are
periodically updated to reflect long-term behavioral trends.

Strongly Connected Components (SCCs). Users naturally cluster
into interaction communities, such as development teams accessing
the same repositories. We represent these as strongly connected
components (SCCs) in 𝐺 [𝐶𝑖 ]. These SCCs may be:

• Closed SCCs: No dependencies on users outside the SCC;
internal influence only.
• Open SCCs: Depending on at least one user outside the
SCC.

Graph Interpretation (See Fig. 1):
• Users {𝑢1, 𝑢2, 𝑢3} form a tight, closed SCC with high mutual
influence.
• Users {𝑢5, 𝑢6} form a second SCCwith balanced bidirectional
dependencies.
• Users 𝑢4 and 𝑢7 show cross-SCC dependencies:
– 𝑢4 → 𝑢5, 𝑢7 may suggest access escalation or transition to
new roles.

– 𝑢7 → 𝑢6 indicates cascading influence.

Structural Properties (weights) of 𝐶𝑖 : Row-Stochasticity and Sym-
metry. The matrix𝐶𝑖 is assumed to be row-stochastic within each
SCC:

𝑚∑︁
𝑞=1

𝑐𝑝𝑞,𝑖 = 1, 𝑐𝑝𝑞,𝑖 ≥ 0, ∀𝑝 ∈ SCC𝑗 (𝑖).

Further, we assume bidirectional influence symmetry within
SCCs:

𝑐𝑝𝑞,𝑖 = 𝑐𝑞𝑝,𝑖 if 𝑢𝑝 , 𝑢𝑞 ∈ SCC𝑗 .

Computing 𝐶𝑖 from Access Data. Let 𝐴𝑖
𝑝𝑞 (𝑡) denote the observed

access-based influence from𝑢𝑞 to𝑢𝑝 at time 𝑡 for directory𝐷𝑖 . Then
each entry of 𝐶𝑖 (𝑡) is computed as:

𝑐𝑝𝑞,𝑖 (𝑡) =
𝐴𝑖
𝑝𝑞 (𝑡)∑

𝑘∈CC𝑗 (𝑖 ) 𝐴
𝑖
𝑝𝑘
(𝑡)

.

This definition ensures that𝐶𝑖 (𝑡) isnormalized per rowwithin
each connected component, and that the influence distribution
from each user is bounded and interpretable over time.

DETECTING ANOMALIES VIA MULTI-LEVEL
INTERACTION GRAPHS
We define the multi-level interaction graph as 𝐺 (𝑊,𝐶), where:
• User Set:𝑈 = {𝑢1, 𝑢2, . . . , 𝑢𝑚};
• Directory Set: 𝐷 = {𝐷1, 𝐷2, . . . , 𝐷𝑛};
• Logical Dependency Graph per Directory 𝐷𝑖 :𝐺 [𝐶𝑖 ] rep-
resents user-user logical dependencies based on access be-
havior within directory 𝐷𝑖 .

In this formulation, directories play the role of influence-network
agents in the opinion-dynamics model, while users play the role of
topics. Thus,𝑊 ∈ R𝑛×𝑛 is the directory-level influence matrix and
𝐶𝑖 ∈ R𝑚×𝑚 is the user-topic logic matrix associated with directory
𝐷𝑖 . The state 𝑥𝑖 (𝑡) ∈ R𝑚 stores the access propensities of users
𝑢1, . . . , 𝑢𝑚 on directory 𝐷𝑖 .

If a user 𝑢𝑘 modifies their access behavior at time 𝑡 , the logical
dependency matrix for one or more directories may change:

𝐶𝑡
𝑖 ≠ 𝐶𝑡−1

𝑖 if user 𝑢𝑘 accesses a new directory
or substantially alters behavior within 𝐷𝑖 .

Anomalies can be detected by observing:
• abrupt structural or weight changes in 𝐶𝑡

𝑖 over time;
• deviations from expected user/topic consensus in 𝐺 [𝐶𝑖 ];



Figure 1: User-user logical dependency graph induced by
a directory-specific logic matrix 𝐶𝑖 . Nodes represent users;
arrows indicate logical influence between user access propen-
sities within directory𝐷𝑖 . Colored clusters highlight strongly
connected components (SCCs).

• persistent disagreement in user behavior within strongly
connected components.

Anomalous Changes in Logical Dependencies
We consider not only topological changes but also significant inter-
nal changes in 𝐶𝑖 (𝑡). A simple structural baseline flags a directory
𝐷𝑖 if

∥𝐶𝑖 (𝑡) −𝐶𝑖 (𝑡 − 1)∥𝐹 > 𝛿,

where ∥ · ∥𝐹 is the Frobenius norm and 𝛿 is a sensitivity threshold.
The opinion-dynamics update used in our model is

𝑥𝑖 (𝑡 + 1) =
𝑛∑︁
𝑗=1

𝑤𝑖 𝑗𝐶𝑖𝑥 𝑗 (𝑡),

where 𝑖, 𝑗 index directories and the coordinates of 𝑥𝑖 (𝑡) index users.
Thus, changes in 𝐶𝑖 (𝑡) alter how user-topic access propensities are
coupled within directory 𝐷𝑖 , and can change the resulting consen-
sus behavior.

Visualization Example. Suppose 𝐶𝑖 (𝑡) for directory 𝐷3 at two
time steps is

𝐶𝑖 (𝑡0) =

0 0.5 0.5
0.5 0 0.5
0.5 0.5 0

 , 𝐶𝑖 (𝑡1) =

0 0.2 0.8
0.4 0 0.6
0.3 0.7 0

 .
The topology remains the same, but internal shifts in influence
weights suggest behavioral drift. If ∥𝐶𝑖 (𝑡1) − 𝐶𝑖 (𝑡0)∥𝐹 > 𝛿 , the
directory 𝐷𝑖 may be flagged for further inspection.

Opinion Dynamics Formulations Aligned
with [8]
We summarize the update forms corresponding to the theorem-
guided simulation branches. In this section, directories are the
influence-network agents and users are the topics.

Singleton User/Topic Dynamics. Let x(𝑡) ∈ R𝑛 represent the opin-
ions of the 𝑛 directories on a singleton user/topic 𝑝 . The closed-
singleton update has the form

x(𝑡 + 1) = Γ𝑝𝑝𝑊 x(𝑡), (1)

where𝑊 ∈ R𝑛×𝑛 is the row-stochastic directory-level influence
matrix and

Γ𝑝𝑝 = diag(𝑐𝑝𝑝,1, . . . , 𝑐𝑝𝑝,𝑛)

collects the self-dependencies of user/topic 𝑝 across directories.

Open Singleton User/Topic with External Dependencies. When
user/topic 𝑝 depends on external user/topics 𝐽𝑝 , and those external
topics have reached consensus values 𝛼𝑞 , the update becomes

x(𝑡 + 1) = Γ𝑝𝑝𝑊 x(𝑡) +
∑︁
𝑞∈ 𝐽𝑝

𝛼𝑞Γ𝑝𝑞, (2)

where
Γ𝑝𝑞 = diag(𝑐𝑝𝑞,1, . . . , 𝑐𝑝𝑞,𝑛)

represents the logical influence of user/topic 𝑞 on user/topic 𝑝

across directories.
The open-singleton consensus condition requires a common

value 𝜅𝑝 ∈ [−1, 1] satisfying

𝜅𝑝 (𝐼𝑛 − Γ𝑝𝑝 ) =
∑︁
𝑞∈ 𝐽𝑝

𝛼𝑞Γ𝑝𝑞 . (3)

If this compatibility condition fails, consensus for the open singleton
is not guaranteed under the theorem conditions.

Multi-Topic Open SCC Dynamics. Let X(𝑡) ∈ R𝑛×𝑟 be the opinion
matrix of𝑛 directories over 𝑟 interdependent users/topics {𝑝1, . . . , 𝑝𝑟 },
forming an open SCC. For directory 𝐷𝑖 and user/topic 𝑝 , the update
used in the theorem-guided simulation is

𝑥
𝑝

𝑖
(𝑡 + 1) = 𝑐𝑝𝑝,𝑖

𝑛∑︁
𝑗=1

𝑤𝑖 𝑗𝑥
𝑝

𝑗
(𝑡) +

∑︁
𝑞∉{𝑝1,...,𝑝𝑟 }

𝑐𝑝𝑞,𝑖𝛼
(𝑖 )
𝑞 . (4)

This captures internal self-dependence, directory-level influence
through𝑊 , and resolved external user/topic consensus values.

Multi-Topic Closed SCC Dynamics. Let X(𝑡) ∈ R𝑛×𝑟 be the opin-
ion matrix over a closed, strongly connected set of users/topics
{𝑝1, . . . , 𝑝𝑟 }. The closed-SCC update is

𝑥
𝑝

𝑖
(𝑡 + 1) = 𝑐𝑝𝑝,𝑖

𝑛∑︁
𝑗=1

𝑤𝑖 𝑗𝑥
𝑝

𝑗
(𝑡) +

∑︁
𝑞∈{𝑝1,...,𝑝𝑟 }\{𝑝 }

𝑐𝑝𝑞,𝑖𝑥
𝑞

𝑖
(𝑡). (5)

Under the corresponding assumptions of [8], this branch models
internal logical coupling among users/topics within the SCC and
yields topic-wise consensus when the theorem conditions are satis-
fied.



Conditions Under Which Consensus Guarantees No Longer Apply.
• Closed multi-topic SCC. If the required shared structural con-
ditions for the user/topic SCC are not satisfied across directories,
the corresponding theorem no longer guarantees topic-wise con-
sensus.
• Singleton user/topic. If the self-dependency and influence-
graph assumptions are not satisfied, the singleton consensus
guarantee no longer applies.
• Open singleton user/topic. If external user/topics 𝑞 ∈ 𝐽𝑝 have
not reached consensus, or if the compatibility condition in (3)
fails, consensus of user/topic 𝑝 is not guaranteed.
• Open multi-topic SCC. If external consensus values are incon-
sistent or the agent-uniform compatibility condition fails across
directories, the theorem no longer guarantees consensus for the
open SCC.

3 MAIN RESULTS
3.1 SCC Decomposition and Theorem

Assignment
We adopt the decomposition and evaluation framework from [9],
where the topic index set J is partitioned into disjoint blocks J𝑗 ,
each corresponding to a strongly connected component (SCC) in
the logical dependency graph. In our enterprise formulation, these
topics correspond to users, and the SCCs are therefore user/topic
SCCs induced by the directory-specific logic matrices 𝐶𝑖 . This is
formalized as:

J𝑗 ≜
{

𝑗∑︁
𝑖=1

𝑠𝑖−1 + 1,
𝑗∑︁

𝑖=1
𝑠𝑖−1 + 2, . . . ,

𝑗∑︁
𝑖=1

𝑠𝑖−1 + 𝑠 𝑗

}
,

where 𝑠 𝑗 denotes the number of users/topics in SCC J𝑗 .

3.2 Decomposition and Evaluation Pipeline
To analyze opinion dynamics in amodular and theoretically justified
manner, we follow these steps:

(1) SCC Extraction: For a representative directory-specific
logic matrix𝐶𝑖 , build a directed user/topic dependency graph
and extract all SCCs.

(2) Open/ClosedClassification:MarkJ𝑗 as open if any user/topic
in the block depends on a user/topic outside the block; oth-
erwise, mark it closed.

(3) Local Dependencies: For each user/topic 𝑝 ∈ J𝑗 , define

𝐽𝑝 = {𝑞 ≠ 𝑝 : 𝐶 [𝑝, 𝑞] ≠ 0}.

(4) External Dependencies: Set

𝐽 𝑗 =
©­«
⋃
𝑝∈J𝑗

𝐽𝑝
ª®¬ \ J𝑗 .

(5) Dependency Conditions: Construct a DAG over SCCs and
evaluate each block only after the blocks on which it depends
have been resolved.

(6) Theorem Assignment: Based on the dependency struc-
ture and numerical values in 𝐶𝑖 , assign the corresponding
theorem-guided case: closed multi-topic, closed singleton,
open singleton, or open multi-topic.

𝐶𝑖

Step 1: SCC De-
composition

Step 2: Open/Closed Status

Step 3: Local De-
pendencies 𝐽𝑝

Step 4: External
Dependencies 𝐽 𝑗

Step 5: Depen-
dency Conditions

Final: Theorem Annotation

Figure 2: Pipeline for SCC decomposition and theorem anno-
tation over the user/topic dependency graph induced by 𝐶𝑖 .

3.3 Example: Theorem Mapping for Paper
Simulation

The table in Figure 3 replicates the SCC analysis for the simulation
in [9], aligning each user/topic block with its evaluation order and
applicable theorem.

Figure 3: Annotated SCC blocks with assigned theorems,
based on logical structure and dependency ordering in [9].

3.4 Main Algorithm: Bayesian Detection of
Anomalies via Opinion Variance Shifts

The proposed anomaly detection algorithm builds upon the struc-
ture of opinion dynamics in multi-agent logical systems. In our
formulation, directories play the role of influence-network agents,
while users play the role of topics. Under stable conditions, opinions
converge, or exhibit bounded disagreement, as characterized by the
corresponding SCC cases in [8]. Deviations from these behaviors



Algorithm 1 Bayesian Anomaly Score Estimation via Scaled Vari-
ance with Online Prior Update

1: Input: 𝑥prev ∈ R𝑛×𝑑 , 𝑥now ∈ R𝑛×𝑑 , prior 𝜋0, scale factor 𝑠 ,
exponent 𝛼

2: Output: Anomaly score 𝜋 ∈ [0, 1]
⊲ 𝑛 indexes directories; 𝑑 indexes the monitored user/topic

block.
3: if 𝑥prev is 1D then
4: 𝑥prev ← reshape(𝑥prev)
5: end if
6: if 𝑥now is 1D then
7: 𝑥now ← reshape(𝑥now)
8: end if
9: Varcur ← Var(𝑠 · 𝑥now) ⊲ Variance across directories
10: Varprev ← Var(𝑠 · 𝑥prev)
11: 𝑣cur ← 1

𝑑

∑
𝑗 Varcur [ 𝑗]

12: 𝑣prev ← 1
𝑑

∑
𝑗 Varprev [ 𝑗]

13: Δ𝑣 ← max(𝑣cur − 𝑣prev, 0)
14: 𝐿 ← 1 − exp(−𝛼Δ𝑣)
15: 𝜋0 ← 𝜋𝑡−1 ⊲ Posterior from previous time or previous sweep

point

16: 𝜋 ← 𝐿𝜋0

𝐿𝜋0 + (1 − 𝐿) (1 − 𝜋0)
17: return 𝜋

are flagged as anomalies, especially when accompanied by a rise in
opinion variance.

Variance as a Signature of Disruption. We use the per-user/topic
opinion variance across directories as a signal of stability or disrup-
tion. Under normal operation, especially in closed SCCs, variance
remains low and stable. A sudden spike in

Δ𝑣 =max(𝑣cur − 𝑣prev, 0)

indicates that the system is deviating from expected behavior, often
due to logic inconsistency, directory-specific drift, or injection of
anomalous logical dependencies.

Change in Self-Dependencies 𝑐𝑝𝑝,𝑖 . A key cause of increased vari-
ance is a change in the diagonal logic weights 𝑐𝑝𝑝,𝑖 , which govern
the self-dependency of user/topic 𝑢𝑝 inside the logic matrix as-
sociated with directory 𝐷𝑖 . In our setting, these weights may be
estimated from normalized self-access intensity within a directory,
for example

𝑐𝑝𝑝,𝑖 ∝ 𝐴𝑖
𝑝𝑝 ,

where 𝐴𝑖
𝑝𝑝 represents the access intensity of user 𝑢𝑝 within direc-

tory 𝐷𝑖 . Increasing 𝑐𝑝𝑝,𝑖 for only a subset of directories can make
the corresponding user/topic more self-dependent in those directo-
ries, thereby weakening consensus across the directory influence
graph and contributing to higher opinion variance.

Exponential Likelihood Mapping and Bayesian Update. To detect
anomalies, we use a scaled exponential likelihood:

𝐿 = 1 − exp(−𝛼Δ𝑣)

and apply a Bayesian update:

𝜋𝑡 =
𝐿𝜋𝑡−1

𝐿𝜋𝑡−1 + (1 − 𝐿) (1 − 𝜋𝑡−1)
,

where 𝜋𝑡−1 is the prior anomaly probability and 𝜋𝑡 is the posterior
belief. This enables smooth, probabilistic anomaly tracking over
time.

Connection to Simulations. In our simulation framework, changes
in 𝑐𝑝𝑝,𝑖 values, new logical edges, or changed SCC dependencies can
manifest as observable increases in opinion variance. The anomaly
score 𝜋𝑡 thus captures both local logic shifts and global structural
instabilities.

This allows our model to:

• react to local user/topic behavior change within selected
directories,
• detect structural disagreement through theorem-guided SCC
outputs,
• update anomaly likelihoods recursively and online.

4 SIMULATIONS AND EXPERIMENTS
To validate our implementation, we replicated the simulation de-
scribed by the authors in [9]. The implementation reproducing the
simulations of [9] and the Bayesian anomaly detection pipeline is
available and will be provided upon request. An extended version
of this paper, available on arXiv under the same title, includes the
section ’Simulation 1: Reproducing the Original Paper’s Setup’, which
provides a detailed replication of the authors’ environment in [9].

4.1 Bayesian Anomaly Detection: Design,
Dynamics, and Inference

We model a cloud access behavior system where directories are
represented as influence-network agents and users are represented
as topics. Directories evolve their user-access propensity vectors
over time using directory-specific user-topic logic matrices 𝐶𝑖 and
a shared directory-level influence matrix𝑊 , governed by the con-
sensus dynamics model of Ye et al. [8]. Anomalous behavior is
simulated by modifying the structure of cross-SCC user-topic logi-
cal dependencies at time 𝑇 = 5.

Influence Matrix𝑊 :

𝑊 =



0.281 0.334 0.334 0 0 0.050 0
0.333 0.333 0.333 0 0 0 0
0.317 0.317 0.317 0 0 0.048 0
0.050 0 0 0.450 0.500 0 0
0.050 0 0 0.450 0.500 0 0
0.100 0.050 0 0.100 0.050 0.650 0.050
0 0 0 0 0 0.050 0.950


The matrix𝑊 is the directory-level influence matrix.



Logic Matrix 𝐶 (Baseline, Row-normalized):

𝐶 =



0.143 0.429 0.429 0 0 0 0
0.429 0.143 0.429 0 0 0 0
0.429 0.429 0.143 0 0 0 0
0 0 0 0.667 0.333 0 0
0 0 0 0.333 0.667 0 0
0 0 0 0 0 1 0
0 0 0 0 0 0 1


We present a simulated cloud system where directories are mod-

eled as influence-network agents and users are modeled as topics.
Each directory has an associated user-topic logic matrix 𝐶𝑖 , rep-
resenting user-user logical dependencies based on directory-level
access behavior. The influence matrix𝑊 governs directory-level
influence.

Steady-State Structure at 𝑇 = 0: At initialization, each directory
𝐷1, . . . , 𝐷7 uses the same logic matrix 𝐶hat, forming closed user-
topic strongly connected components (SCCs):
• Users 𝑢1, 𝑢2, 𝑢3 form a closed SCC.
• Users 𝑢4, 𝑢5 form a second closed SCC with bidirectional
dependencies.
• Users 𝑢6 and 𝑢7 are singleton SCCs with self-loops.

Figure 4: Initial user-topic SCC decomposition at 𝑇 = 0. All
directories use the nominal logic matrix 𝐶hat, and no cross-
SCC user-topic dependency is injected.

Anomaly Injection at 𝑇 = 5: At 𝑇 = 5, we simulate an abnormal
access event by modifying the user-topic logic matrices assigned to
directories 𝐷4 and 𝐷5. The perturbation strengthens a cross-SCC
user-topic dependency from 𝑢2 into the attacked user-topic block
{𝑢4, 𝑢5}, with tunable weight 𝑤𝑡 . The affected logic matrices are
row-normalized to produce 𝐶bar.

Detection Pipeline:
• For each perturbation weight𝑤𝑡 ∈ {1, 2, 5, 10, . . . , 1000}, we
compare the current opinion matrix 𝑥now with the baseline
𝑥prev.

Figure 5: Abnormal access injected at 𝑇 = 5. The red cross-
component edge indicates the strengthened user-topic de-
pendency 𝑢2 → {𝑢4, 𝑢5} inside the logic matrices assigned to
directories 𝐷4 and 𝐷5.

Figure 6: Bayesian Anomaly Detection under Static vs On-
line Prior Updates. Top: Static prior (𝜋0 = 0.1) kept constant.
Bottom: Online prior update via posterior at each step. In-
creasing anomaly weights cause rising variance and anomaly
probability. Online inference detects shifts earlier and reacts
more sharply.

• A likelihood score is derived from the shift in scaled user/topic
variance across directories.
• An anomaly score is computed using a Bayesian update. Two
scenarios are evaluated:



(1) Static prior: fixed anomaly prior 𝜋0 = 0.1;
(2) Online prior: the posterior from the previous step is

reused as the next prior.

This setup captures both structural deviation through modified
user-topic logic graphs and behavioral response through proba-
bilistic scoring, enabling a fine-grained analysis of abnormal access
propagation in interconnected opinion networks. The anomaly
scores for varying perturbation weights are illustrated in Figure 6.
The comparison shows a clear relationship between perturbation
intensity and anomaly score, highlights the greater responsiveness
of the online Bayesian update compared to the static prior, and
provides a bounded metric for tracking uncertainty in dynamic
enterprise access environments.

4.2 Observations
• As the perturbationweight𝑤𝑡 increases, both scaled variance
and anomaly likelihood increase.
• Under the static prior, the posterior rises more gradually
because each perturbation level is evaluated against the same
fixed prior.
• Under online updating, posterior evidence accumulates across
the ordered perturbation sweep, enabling a sharper response
at lower weights.

5 CONCLUSION AND NEXT STEPS
5.1 Implementation Considerations
Implementing dependency-aware opinion dynamics requires re-
cursive SCC decomposition, ordered dependency resolution, and
conditional theorem application [9]. Correctness therefore depends
on consistent handling of graph structure and external influence
across time, motivating careful validation in large-scale deploy-
ments.

5.2 Open Issues
• Scalability: As the number of users and directories grows
into the thousands, matrix-based simulations, consensus
propagation, and dependency checks become compute-intensive.
Optimization via lazy updates, SCC caching, or distributed
processing is essential.
• False Positives: In real enterprise environments, user behav-
ior often shifts due to benign reasons such as team transfers
or new access roles. The system must balance sensitivity to
anomalous logic with tolerance to legitimate variance.
• Control Integration: Operationalizing detection requires
meaningful control responses. Flagging an anomaly is only
useful if accompanied by alerting, remediation, or audit
hooks.
• Consensus Drift and Logical Updates: Over time, even
valid behavior may cause opinion drift. Securely updating
and sharing𝐶𝑖 matrices across systems introduces challenges
in recalibration, versioning, and privacy-aware synchroniza-
tion.

5.3 Conclusion
This work presents a fusion of graph-based opinion dynamics and
Bayesian inference for anomaly detection in user-directory sys-
tems. By using directory-specific logic matrices to model user-topic
dependencies and grounding belief evolution in convergence the-
orems, we create a detection signal that is both structurally and
statistically aware. The introduction of scaled variance as a volatil-
ity signal, combined with Bayesian updating in both static and
online forms, allows us to flag anomalous behavior from deviations
in consensus. This bridges formal opinion-dynamics modeling and
applied behavior monitoring.

5.4 Next Steps
Future efforts will focus on expanding the robustness and deploya-
bility of this approach:
• Enterprise-Scale Simulation: Scale the system to simulate
1,000+ users and directories, and measure detection respon-
siveness, convergence behavior, and scoring variance.
• Semantic Enrichment: Integrate organizational context,
such as roles, groups, and sensitivity levels, into logic con-
struction and directory influence modeling.
• Hybrid Detection:Combine logic-based scoring with graph
embeddings or time-series analysis to reduce false positives
and improve interpretability.
• Explainability: Develop traceability tools to identify which
users, logic dependencies, or directory interactions contributed
most to an anomaly score.
• Security Integration: Package the framework into a plug-
in module for UEBA systems or SIEM pipelines, with hooks
for alerting, policy enforcement, and analyst triage.



Algorithm 2 Dependency-Aware Simulation of Opinion Dynamics
1: Input: Consensus frame cdf, directory-specific user-logic ma-

trices {𝐶𝑖 }, directory influence matrix𝑊 , time steps 𝑇
2: Output: Final consensus values and opinion trajectories
3: Convert cdf to cdfdct
4: Initialize pending_J_blocks, completed_J_blocks, and

external_consensus_values
5: Initialize results, results_simple; set iteration ← 0,

max_iters← 20
6: while pending_J_blocks not empty and iteration <

max_iters do
7: iteration← iteration +1
8: Identify ready_J blocks whose dependency conditions are

satisfied
9: if ready_J is empty then
10: raise dependency-resolution deadlock error
11: end if
12: for all 𝐽 ∈ ready_J do
13: Extract user/topic indices in 𝐽 , theorem type, and exter-

nal dependencies
14: Restrict each 𝐶𝑖 to the current user/topic block and

apply the directory influence update through𝑊
15: if Theorem = Theorem 2 then
16: Run simulate_theorem2_multitopic
17: else if Theorem = Theorem 3 then
18: Run simulate_opinion_dynamics_singleton
19: else if Theorem = Theorem 3 (via Corollary 2.1)

then
20: Gather external consensus values
21: Run simulate_opinion_dynamics_corollary2
22: else if Theorem = Theorem 4 or external dependencies

exist then
23: Gather external consensus values
24: Run simulate_theorem4_multitopic
25: else
26: x_final, x_hist← None
27: end if
28: for all user/topic 𝑡 in 𝐽 do
29: Extract the final opinion values for user/topic 𝑡
30: if values are nearly equal across directories then
31: Store scalar consensus value in

external_consensus_values
32: else
33: Store full opinion vector in

external_consensus_values
34: end if
35: end for
36: Record outputs in results and results_simple
37: Mark 𝐽 as completed and remove it from

pending_J_blocks
38: end for
39: end while
40: if iteration = max_iters then
41: Emit early termination warning
42: end if
43: return results, results_simple
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